
System name Display name Explanation Extra info

passwordExpiry Password Expiry Allow passwords to expire
according to value set in
passwordExpiryAge

 

passwordExpiryAge Password Expiry age Maximum age of passwords  

passwordExpiryWarning Days to warn for password
expiry

Days to start warning the
user about their password
expiring, as defined by
passwordExpiryAge

 

passwordReqCheckOnLo
gon

Password check rules
OnLogon

Enforce password rules on
all logons

 

passwordRequireLength Password require length Minimum total length of
password

 

passwordRequireLowerc
ase

Password require
Lowercase

Content rule lowercase
letters (ex. abc)

 

passwordRequirements Password requirements Enforce password rules  

passwordRequireNumbe
rs

Password require Numbers Content rule numbers (ex.
123)

 

passwordRequireSpecial Password require Special Content rule special
characters (ex. !#%&)

 

passwordRequireUpperc
ase

Password require
Uppercase

Content rule uppercase
letters (ex. ABC)
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