Hosting Setup

The LES Whistleblower Portal is hosted by Amazon Webservices EC2 in the data center in
Stockholm, which complies with the following standards PCI DSS 3.2 Level 1 Service Provider, FIPS

140-2, ISO 27001. The server is protected by 2 layers of firewalls and utilizes the following
supported services:

e SSL certificates are automatically updated monthly from LetsEncrypt
e UptimeRobot polls the server each minute checking: Access to database, Storate- and
RAM-sufficiency

e Database is dumped nightly, replicated to encrypted storage in EU
e Office365 SMTP service for sending emails
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